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Researching and Synthesizing a Group of Symmetric Modified Modulo-4 Addition 
Operations  

The main research results of synthesizing a group of two-operand two-bit symmetric modified modulo-
4 addition operations, based on using the group of two-bit one-operand cryptographic transformation operations 
for increasing the variability of computer cryptography algorithms are presented in the article.  

In order to achieve this goal, based on four modulo-2 addition operation's models modifications, similar 
modifications' models of the modulo-4 addition operation's models were constructed in the article. For the 
construction of these models, the main difference between the operations of two-bit addition modulo-4 was used 
from the two-digit addition modulo-2, which consists in the transfer from junior to senior. The sequences of 
mathematical transformations given in the article provide the construction of a group of models of operations on 
the basis of a given, for example, the operation of adding modulo-4. The correctness of given models of two-
operand two-bit symmetric modified modulo-2 addition operations is confirmed by the application of the two-
operand cryptographic transformation operations construction technology, as well as by the computational 
experiment's results. The assumption on all two-bit two-operand modulo-4 addition operation modifications 
building possibility based on using the group of two-bit one-operand operations of information cryptographic 
transformation was proved in the article. During the study, the symmetric operations' models were obtained, each 
of which provides both direct and inverse cryptographic transformation. The established relationships between 
operations allowed to synthesize a models' group of two-bit two-operand symmetric modified modulo-4 addition 
operations, based on combining the random two-bit operation to transform the second operand, with the first 
operand's transforming operation, which is basic for this operation, through the modulo-2 addition.  

The obtained theoretical results completely coincide with the computational experiment's results on 
simulating the symmetric operations of cryptographic transformation. 
cryptographic operation, modifications of operations, mathematical group of operations, module addition, 
operation models, streaming encryption 
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