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This paper presents an intelligent-contextual model for classifying Internet of Things (IoT)
environments, based on the comprehensive consideration of key parameters such as the level of embedded
intelligence, operational context, security level, and system dynamics. The relevance of the study stems from the
rapid growth in the complexity of IoT ecosystems, which are characterized by heterogeneous devices, diverse
operating conditions, the need for adaptability to environmental changes, and increased security requirements. A
critical analysis of existing IoT classification approaches reveals their major limitations: a narrow focus on
purely technical or functional features, inadequate reflection of device behavior and intelligence, and the
disregard for operational context and threat landscape.

The developed model addresses these shortcomings and enables more accurate structuring of IoT
environments by taking into account their intended purpose, architectural characteristics, and ability to
autonomously make decisions. It can be applied for system analysis, risk formalization, optimization of threat
response mechanisms, and the design of effective cybersecurity strategies and adaptive control in dynamic
environments. The proposed classification makes it possible to generalize existing IoT system types and lays the
groundwork for developing new, more flexible and secure architectures. The practical significance of the results
lies in their applicability across industries where intelligent data processing, contextual awareness, and resilience
to cyberthreats are essential - including Industry 4.0, eHealth, intelligent transport systems, and smart cities.
Internet of Things, IoT classification, intelligent systems, security, usage context, system dynamics,
adaptation, cybersecurity, intelligent-contextual model

Problem Statement. The rapid development of Internet of Things (IoT) technologies
has led to the formation of an extremely diverse environment of devices, protocols, and usage
scenarios. Current classification approaches, which are mostly based on the functional or
technological grouping of IoT devices, often fail to consider their complexity, operating
context, or potential threat levels. This complicates the development of effective management,
monitoring, and cybersecurity systems in dynamic networks.

The aim of this study is to develop a new classification model for IoT environments
that is based not only on functional characteristics but also incorporates the level of embedded
intelligence, the degree of security, the architecture of interaction, and the application context
of devices. This approach creates a foundation for the development of flexible methods for
analyzing and securing dynamic IoT environments.

Analysis of Recent Studies and Publications. Despite the considerable number of
studies in the field of the Internet of Things (IoT), existing classification approaches often
remain limited to traditional technical frameworks. To justify the need for a new classification
model, this section reviews key modern scientific works focused on intelligence, security,
architecture, and the functional context of IoT.

One of the fundamental studies highlighting the influence of intelligent technologies
on loT development is [1], which provides a broad analysis of artificial intelligence methods
used across various loT subsystems. It emphasizes the importance of integrating machine
learning, neural networks, and data processing into modern IoT architectures. IoT security
issues are addressed in [2], where the authors stress the need to consider threat levels and
operational context when designing secure systems - particularly for critical infrastructure.
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Regarding IoT architecture, [3] analyzes centralized and decentralized approaches in the
medical domain, illustrating the significance of architectural choices based on application
context. The relevance of dynamics and device mobility is highlighted in [4], which identifies
mobility, scalability, and adaptability as key characteristics of modern IoT systems.

The conducted literature review confirms the necessity of a new classification
approach that reflects the multidimensional features and challenges of contemporary IoT
environments.

Research Objective. To develop a new classification model for [oT environments that
goes beyond functional and technical parameters and takes into account adaptivity, security
requirements, interaction architecture, and usage context. This model is intended to provide a
holistic systemic view for making managerial and cybersecurity decisions in dynamic IoT
networks.

Main Content. To achieve the goal of developing an intelligent-contextual
classification model for Internet of Things (IoT) environments, the following research tasks
were formulated and consistently implemented throughout the main body of the article:

1. Analyze current approaches to IoT system classification and identify their
limitations under modern challenges.

2. Define relevant classification criteria, including intelligence level, security level,
interaction architecture, operating context, and system dynamics.

3. Develop a conceptual model of intelligent-contextual classification based on the
defined criteria.

4. Construct a classification block diagram that formalizes the model structure and
demonstrates its applicability.

5. Evaluate the effectiveness of the proposed model compared to traditional
approaches, focusing on adaptivity, security, and practical value.

Task 1: Analysis of current classification approaches and identification of their
limitations.

The current IoT environment is characterized by extreme diversity in devices,
architectural solutions, and application scenarios. Traditional classification methods typically
focus on device types, industry-specific applications, or communication protocols [5—6].
However, such approaches fail to consider the increasing importance of device intelligence,
security levels, usage context, and behavioral dynamics.

Thus, existing classification models are found to be fragmented and insufficiently
adaptive, confirming the need for a new classification framework.

Task 2: Identification of relevant classification criteria.

Given the shortcomings of traditional classification methods, there is a need to
establish new criteria that can adequately describe the complexity, flexibility, and risks
inherent to modern IoT systems. Based on the literature analysis [5—6] and typical operation
scenarios, five relevant classification criteria have been identified:

a) Level of embedded intelligence — the device’s ability to process information
autonomously, learn, or make decisions;

b) Security level — the presence of authentication mechanisms, encryption, anomaly
detection;

c) Interaction architecture — centralized, decentralized, or hybrid system structure;

d) Operational context — the application domain (industry, household, healthcare,
transport, etc.) that defines risks and reliability requirements;

e) System dynamics — the ability to modify topology, routing, or functionality in real time.

Task 3: Development of a conceptual intelligent-contextual classification model.

Based on the defined criteria, a conceptual model of intelligent-contextual classification for
IoT environments was developed. Its core idea is to combine technical (intelligence,
architecture, security) and contextual (application domain, system dynamics) characteristics to
provide a more accurate representation of device behavior and roles within IoT systems.
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The model functions as a multidimensional classification system where each IoT
device or subsystem is positioned according to five coordinates aligned with the classification
criteria. For practical use, the model is formalized as the following function (1):

C:D->IxSxAxCixD, (1)
where:

C - classification function;

D - the set of IoT devices or subsystems;

I - level of embedded intelligence (0 — none, 1 — basic, 2 — high);

S - security level (low, medium, high);

A - interaction architecture (centralized, decentralized, hybrid);

C - operational context (home, industrial, transport, medical, etc.);

D, - system dynamics (static, mobile, swarm/dynamic).

Task 4: Construction of the classification block diagram.

To facilitate the implementation of the proposed model in decision support systems, a
block diagram of IoT classification was developed (Figure 1). It formalizes the logic of
classification based on the five previously defined dimensions.

At the top level, the diagram presents the general concept of an "loT system," which is
further divided into five classification dimensions. Each dimension includes examples of
characteristics related to the corresponding criterion:

a) Intelligence level — from local data analysis to machine learning and autonomous
adaptation;

b) Security level — authentication, encryption, resistance to cyberattacks;

c) Interaction architecture — centralized, decentralized, hybrid;

d) Operational context — urban, industrial, medical environments, etc.;

e) Dynamics — adaptive topology, reconfiguration, scalability.

‘Level of embedded Architectural

Wl i
intelligence Level of security model Dynamism

[ _ !

Machine learning Secure channels Centralized Smart cities ‘ Reconfiguration ‘

1 T - - - =

Local analytics Authentication Decentralized Industrial loT ‘ Adaptive topology ‘
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Autonomous adaplation Attack resilience Hybrid Medical devices ‘ Scalability J
Consumer electronics

Figure 1 - Block diagram of the intelligent-contextual classification model of the Internet of Things

Source: Developed by the author

Detailed consideration of each criterion and their role in building the new
classification model:

1. Level of embedded intelligence in IoT systems:

With the growing adoption of edge Al (artificial intelligence operating directly on the
device) and federated learning (distributed training of models on multiple devices without
transmitting data to a central server), IoT devices increasingly gain the capability to
independently process data, make decisions, and even learn in real time [7]. This significantly
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reduces data processing latency, lowers network load, and enhances device autonomy.
Classifying [oT systems by their level of embedded intelligence allows the identification of:

a) Passive systems: collect and transmit data without local processing;

b) Analytical systems: local data processing and basic decision-making;

c) Adaptive systems: self-learning and functional optimization based on experience.

2. Security level of IoT systems:
Information security remains a major challenge in IoT development. Depending on the level
of protection, systems can be classified as:

a) Open systems: minimal authentication and encryption mechanisms;

b) Basic secure systems: use of standard security protocols such as TLS/SSL;

c) Highly secure systems: implementation of advanced protection mechanisms,
including anomaly monitoring and security neuroagents.

The presence or absence of secure communication channels, as well as authentication
and authorization policies, directly affects the system’s resistance to attacks [8].

3. Architectural Structure of IoT Systems:
The architecture of an IoT system determines how data is processed and how devices interact.
Based on this, systems can be divided into:

a) Centralized: data is sent to a single processing center (cloud);

b) Decentralized: data is processed locally or via peer-to-peer interaction;

¢) Hybrid: combines local processing with centralized analysis.
This classification helps to better understand the various organizational approaches in IoT
systems, which can be tailored to specific application requirements. The importance of
architecture in defining protection methods and ensuring system stability has also been
emphasized in studies [9], which note that the choice between centralized and decentralized
systems depends on the network characteristics and data processing needs.

4. Operational Context of IoT Systems:

Understanding the context in which a system operates is critical for selecting the right
security strategy and optimization methods. Systems can operate in various environments:

a) Critical infrastructure (e.g., energy, transportation);

b) Smart cities (e.g., smart homes, streets, parking systems);

¢) Home IoT (e.g., smart speakers, thermostats);

d) Wearable devices (e.g., health monitoring sensors).
The operational context is a vital component of the intelligent-contextual classification model,
as it defines system-specific requirements based on function and environment. As noted in
[10], for critical infrastructures such as energy or transport, it is essential to implement IoT
systems that ensure high reliability and security, since failures can lead to serious social and
economic consequences. The intelligent-contextual classification model allows the
identification of different operational contexts to enhance adaptability and security,
considering characteristics like intelligence level, security needs, and complexity of
integration with other technologies.

5. Dynamics of IoT Systems:
Dynamics reflect the system's ability to change its structure or functioning in response to
environmental changes:

a) Static systems: fixed sensor networks;

b) Mobile systems: devices that move through space;

¢) Swarm-based IoT: collective behavior of numerous autonomous devices.
When building an intelligent-contextual classification model of IoT systems, it is important to
consider not only the functional and technological aspects but also the system's ability to
adapt to environmental changes, which is crucial for understanding its dynamics and security.
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As noted in [11], dynamics is one of the key characteristics of modern IoT networks, which
include static, mobile, and swarm-based devices capable of adapting to changing conditions.
Accordingly, a well-structured classification must consider these capabilities and the various
types of system adaptation to enhance effectiveness and threat resilience.

Practical Application of the Intelligent-Contextual Classification Model for IoT.
The intelligent-contextual classification model for the Internet of Things is not merely a
theoretical concept — it opens up broad possibilities for practical implementation across a
range of applied tasks related to the management, monitoring, and security of IoT systems.
Thanks to its multidimensional approach, the proposed classification model forms a
methodological foundation for building intelligent risk analysis systems, adaptive security,
efficient resource management, and dynamic network configuration.

Here are several key areas of its application:

1. Intelligent Adaptation of Security Policies: Classification of devices based on
intelligence level, security, architectural characteristics, and usage context enables the
creation of adaptive security policies. Instead of universal solutions for the entire system,
policies can be automatically adjusted according to the type of device and its operating
environment. This increases the effectiveness of protection and optimizes the use of
computational resources [12].

2. Dynamic Resource and Topology Management: Taking into account the
intelligence level and context of devices allows for dynamic changes in network topology,
data routing, and distribution of computing resources in real time. This is especially important
for mobile and heterogeneous loT environments where network conditions are constantly
changing [13].

3. Context-Aware Logging and Auditing: Intelligent-contextual classification
enables the optimization of monitoring and auditing processes by collecting only the
information most relevant to a given device type and its environment. This improves attack
detection accuracy and reduces the load on data processing systems [14].

4. Enhanced Monitoring Efficiency: Classification based on threat level and
environmental dynamics allows monitoring systems to focus on the most at-risk areas of the
network while reducing monitoring costs in low-risk segments. This ensures more effective
anomaly and cyberattack detection, even under limited resources [15].

The intelligent-contextual classification model in IoT opens new prospects for solving
practical challenges in system management, monitoring, and security. Due to its ability to
adapt to changing conditions and computational capabilities, this approach enables more
effective network management, optimizing resource usage and enhancing threat detection
accuracy. In particular, the implementation of adaptive security policies, dynamic resource
and topology management, as well as improved logging and auditing, becomes critically
important for reducing system load and increasing overall security.

Figure 2 illustrates the block diagram of the practical application of the intelligent-
contextual classification model for IoT.

Practical significance of the proposed model. The practical significance of the
developed intelligent-contextual classification model lies in its wide applicability across real-
world IoT systems. Specifically, the model enables:

1. Structured system-level analysis of IoT environments based on risk levels,
embedded intelligence, architecture, and dynamics;

2. The development of adaptive, context-aware cybersecurity policies tailored to
device types and operational scenarios;

3. Improved efficiency in monitoring and resource allocation through dynamic
network reconfiguration and intelligent prioritization of risk zones;
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Application in critical domains such as smart cities, Industry 4.0, eHealth, intelligent
transport systems, and wearable personal monitoring, where resilience, security, and
adaptability are essential.

Task 5: Evaluation of the effectiveness of the proposed model in comparison with
traditional approaches, with a focus on adaptivity, security, and practical value.

Traditional approaches to the classification of Internet of Things (IoT) devices are
typically based on fixed technical or functional parameters: sensor type, data transmission
protocol, energy consumption, or system role. While such classification models can be useful
during the design phase and initial deployment, they exhibit significant limitations in
dynamic, heterogeneous, and context-dependent IoT environments.

Intelligent-contextual classification of loT
Muitifactor classification of devices

1. Intelligent adaptation of 2. Dynamic management of 3. Advanced logging

security policies resources and topology and auditing
Adaptive security soktions Network structure opfimization Contoxt-awar data collection

4. Improving monitoring Application
efficiency Ralavant information for sudit
sk z0ne prionization
Optim Result
Advantages Increased accuracy of attack dalection

I = mobde loT . l

Integrated classification results
Enhancing the eficency. sacunty, and sdaptabiity of loT systems

Figure 2- Block Diagram of the Practical Application of the Intelligent-Contextual Classification Model
for the Internet of Things

Source: Developed by the author

Table 1 presents a comparison of the proposed intelligent-contextual classification
model with traditional approaches to device classification and management in IoT. This
comparison highlights a number of advantages that provide greater efficiency, flexibility, and
adaptability of the proposed model under modem IoT operating conditions.

Adaptability to changing environmental conditions: Traditional approaches often
apply fixed policies and templates for managing devices within a network, which leads to
inefficiencies in dynamic and mobile IoT systems. In contrast, the intelligent-contextual
classification model considers device context and changing states, allowing the network to
adapt in real time to new conditions. This reduces resource consumption and improves overall
system performance.

1. Intelligent adaptation of security policies: Traditional approaches often apply
unified security policies to all devices, which proves ineffective in highly heterogeneous IoT
environments. In contrast, the proposed intelligent-contextual classification model enables the
adaptation of security policies to the specific characteristics of each device, including its
intelligence level, type of data processing, and current level of protection. This approach
provides a significantly higher level of security by allowing the dynamic adjustment of
protective mechanisms based on the device's operating context, thereby greatly reducing the
risk of cyberattacks.

2. Optimization of resource usage: Traditional approaches generally rely on static
methods of resource management, which can lead to overload in certain network segments

25



ISSN2664-262X Central Ukrainian Scientific Bulletin. Technical Sciences. 2025. Issue 12(43), Part |

and inefficient use of computational capacities. The proposed intelligent-contextual
classification model enables dynamic resource management, data routing, and network
topology configuration based on the current state of devices and their environment. This
substantially increases the overall system efficiency, particularly in mobile and heterogeneous
IoT environments where operational conditions frequently change.

3. Reduced load on monitoring and auditing systems: By collecting only the data
most relevant to a specific device and its context, the proposed classification model helps
reduce the volume of information processed by monitoring and auditing systems. This not
only lowers the load on computational resources but also improves the accuracy of anomaly
and cyberattack detection.

Table 1 - Comparison of the Intelligent-Contextual Classification Model with
traditional approaches

Intelligent-Contextual Classification

devices of the same type

Criterion Traditional Classification (Proposed)
Classification Technical (device type, interface, Inte} ligence, security l.e vel,
Parameters energy consumption) environmental dynamics, usage

&y P context, role in the network
Low — does not account for . . .
.. . . High — devices can change categories
Adaptability environmental changes or device .
. depending on context or threats
behavior
Security Application Limited — uniform policies for all | Adaptive — security policies change

based on risk level and device context

Monitoring Use

Uniform — all devices are
monitored at the same level

Risk-oriented — monitoring is
prioritized based on context and threat
level

Support for Minimal — fixed classification, no | Full — dynamic changes in topology,
Dynamic support for flexible role routing, and resources based on
Management reassignment contextual shifts

Flexibility in Limited — increasing number of High — intelligent rules enable

automated control of large-scale

Scalable Systems networks

devices complicates management

Source: Developed by the author

Thus, the intelligent-contextual classification model enables more effective
management of [oT systems by enhancing their security and adaptability to changing
operating conditions. This makes it significantly more advantageous compared to traditional
methods that do not consider such dynamic interaction with the context and the intelligence
level of devices.

Challenges and Limitations of the Intelligent-Contextual Classification Model in
IoT. Despite its numerous advantages, the implementation of an intelligent-contextual
classification model for devices in the Internet of Things (IoT) is accompanied by several
challenges and limitations that must be addressed to ensure its effective application.

1. Heterogeneity of Devices and Limited Resources: the [oT environment consists
of a large number of devices with varying computational power, energy consumption, and
supported protocols. This creates difficulties in implementing a unified classification model.
Devices with limited resources may not support complex machine learning or context
processing algorithms. In a systematic review [16], researchers identified 14 major challenges
related to heterogeneity in IoT, including the diversity of protocols, data formats, and
computational limitations of devices. These factors complicate the integration and scalability
of [oT systems.

2. Context Dynamism and Real-Time Adaptation: device context may change
dynamically, requiring systems capable of real-time adaptation. However, ensuring such
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adaptability requires the development of efficient mechanisms for collecting, analyzing, and
updating contextual information, which can be a complex task in environments with limited
resources and high network dynamism. Study [17] emphasizes the importance of edge
computing as a means to enable real-time adaptability in dynamic environments. The research
also highlights the significance of context-aware management, where decisions are made
based on environmental changes, workload, and device types.

3. Lack of Standards and Limited Interoperability: current IoT systems suffer
from a lack of unified standards for representing and exchanging contextual information. This
complicates integration across platforms and devices from different manufacturers. In [18],
the authors emphasize the insufficient standardization in data transmission and interpretation
between devices, which significantly hinders achieving full interoperability among IoT
components. The study also stresses that the development of unified standards is critically
important for building scalable, secure, and adaptive loT infrastructures.

4. Security and Privacy Issues of Contextual Data:processing contextual
information, particularly personalized data, poses privacy risks for users. In the event of a
data breach or misuse, serious security threats may arise. Article [19] discusses attacks such
as data recovery, model poisoning, and leakage through federated learning.

5. Data Quality and Anomaly Handling: inaccuracy, incompleteness, or
obsolescence of contextual data can significantly impact classification accuracy. Additionally,
processes for detecting and filtering anomalies require complex logic that must be both
adaptive and resource-efficient [20].

Despite the vast potential of the intelligent-contextual classification model, its large-
scale implementation requires overcoming a number of technical, standardization, and ethical
challenges. Future research should focus on developing energy-efficient adaptive algorithms
for implementing the model, establishing industry-wide standards for IoT system
classification, and ensuring the privacy and protection of personalized data in dynamic and
heterogeneous IoT environments.

Conclusions. The research has implemented a full cycle of developing a novel
classification model for Internet of Things (IoT) environments, addressing the challenges of
modern technological systems-specifically, dynamic behavior, contextual sensitivity,
heterogeneity, and high security demands. In line with the stated goal, the study successfully
solved five research tasks:

1. Modern approaches to IoT classification were analyzed, and their limitations in the
context of increasing system complexity and environmental dynamics were identified.

2. Five key classification criteria were defined: level of device intelligence, security
level, interaction architecture, operational context, and system dynamism.

3. A conceptual intelligent-contextual classification model was developed, integrating
technical and behavioral characteristics of IoT systems.

4. A block diagram was constructed to formalize the model's logic and enable
integration into applied management, monitoring, and security systems.

5. A comparative analysis with traditional approaches was conducted, demonstrating
the model’s advantages in terms of adaptivity, scalability, management efficiency, and
context-aware security policy implementation.

Scientific novelty of the obtained results lies in the following:

1. An intelligent-contextual classification model for IoT environments is proposed,
which considers not only technical device parameters but also their intelligence level,
architectural structure, application context, and system dynamism.

2. For the first time, the classification is formalized as a multidimensional function
with five coordinates, enabling a unified description of complex and heterogeneous IoT networks.

3. A structural block diagram of the model is developed, allowing integration into
decision support systems, monitoring tools, and adaptive control mechanisms.
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4. A comprehensive comparison with traditional classification models was performed,
substantiating the superiority of the proposed model in terms of adaptivity, security, and scalability.

Practical significance of the results is as follows:

1. The model can be applied for the structuring, analysis, and design of IoT
environments, taking into account risk levels, dynamics, and operational context.

2. It enables the development of adaptive cybersecurity policies—security
mechanisms can be automatically configured based on the device type, behavior, and
application environment.

3. Resource management efficiency is improved—dynamic classification facilitates
real-time optimization of routing, load balancing, and data processing.

4. The model is applicable across domains such as Smart Cities, Industrial IoT
(Industry 4.0), medical sensor systems, transport, and personal wearable devices.

The intelligent-contextual classification of IoT environments opens wide prospects for
further research and applied developments. In particular, future directions may include the
integration of machine learning methods to enable real-time automatic classification of
devices. This would support the creation of self-learning systems capable of continuously
updating their security policies, routing strategies, and resource management in response to
changes in device behavior and external conditions. Additionally, the model can be expanded
through the use of fuzzy logic, ontological methods, or agent-based architectures, contributing
to the development of autonomous, context-aware, and threat-resilient [oT systems.
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1O. 1. Hipaicunii
Hayionanvnuii ynieepcumem « Yepniciecoka nonimexuixkay», m. Yepuicie, Yxpaina
IHTeeKTYaIbHO-KOHTEKCTHA MO/IeJIb KIacu(ikauii cepeoBUI iHTEPHETY peyeit

VY craTTi mpencTaBleHO IHTENEKTYaJbHO-KOHTEKCTHY MOJeNb Kiacudikanii cepenosuin [HTepHeTy
peueir (IoT), sxka TpPyHTyeTbCS Ha KOMIUIEKCHOMY BpaxyBaHHI KIIIOUOBHX IIapaMETpiB, TaKUX SK pPiBEHb
BOY/IOBaHOTO 1HTEJIEKTY, KOHTEKCT () yHKIIIOHYBAaHHS, piBEHb O€3MEKN Ta JUHAMIYHICTh CHCTEMH. AKTYaJIbHICTh
JIOCTIJKEHHSI 3yMOBJICHA CTPIMKHM 3pOCTaHHSAM CKiaaHocTi exocucreM loT, mo XxapakTepusyroThes
TeTEepOreHHICTIO TPHUCTPOIB, PI3HOMAHITHICTIO YMOB eKcIuTyaramii, HeoOXigHIiCTIO ajanTamii 10 3MiH Y
HaBKOJIMIIHHOMY CEPEIOBHILI Ta ITiABUIIEHUMH BUMOTaMH 10 Oe3rnekd. KpuTnaHuii aHaii3 iCHYIOUMX MiX0liB
no xmacugikamii IoT BuABMB iXHI OCHOBHI OOMEXEHHS: BY3bKY OpIEHTALI0 BHKIIOYHO HAa TEXHIUHI abo
(yHKIIOHANBHI O3HAKH, HEIOCTAaTHE BPaxyBaHHS MMOBEIIHKOBHUX XapaKTEPUCTHK Ta IHTEJEKTY HPHCTPOIB, a
TaKOX IrHOPYBaHHS KOHTEKCTY () YHKIIIOHYBaHHI Ta JaHAmadTy Kidep3arpos.

Po3pobnena Mozens ycyBae 3a3HaueHi HEIOJIIKM Ta 3a0e3reduye TOYHIIIEe CTPYKTYPYBaHHS CEPETOBHUII
[oT nuixom ypaxyBaHHS IXHBOTO (DYHKIIOHAJIBHOTO NMPU3HAYECHHS, apXITEKTYPHHUX 0COOJIMBOCTEH Ta 34aTHOCTI
JI0 aBTOHOMHOTO NPHUHHSATTS pilleHb. BoHa MO’Ke 3aCTOCOBYBAaTHCS AJIsI CHCTEMHOTO aHalizy, dopmamizamii
pH3UKIB, oNTMMi3alii MeXaHi3MIiB pearyBaHHs Ha 3arpo3H, a TaKOXX INPOEKTYBaHHS e(EKTHBHHX CTpaTerii
KibepOe3nekn Ta aganTHBHOTO YIPABJIiHHS B JMHAMIYHUX CEPEOBHINAX. 3arpoIllOHOBaHA KiacH(ikaris nae
3MOry y3arajgbHUTH icHytoui Thnu loT-cucreM i 3akiagae mAIPyHTS Uil pO3POOKM HOBUX, OUIBIN THYYKHX i
3aXUIIEHUX apXiTekTyp. IlpakTHdyHa 3HAYYIIICTH OTPUMAHHUX PE3YNIbTATIB MOJATAE B IXHIH NPUIATHOCTI I
BHUKOPHCTaHHS B PI3HUX Tally3sX, € BAXKIMBHMH € 1HTEJIEKTyalbHa 00poOKa 1aHWX, KOHTEKCTHA 00i3HaHICTh 1
CTiliKicTh 70 KiOep3arpo3 - 3okpema B Inmyctpii 4.0, eneKTpoHHIH OXOpPOHI 370POB’S, IHTENEKTYaJIbHUX
TPaHCHOPTHUX CHCTEMax I PO3YMHHX MiCTax.
iHTepHeT peyeil, kiacupikauia IoT, iHTeJiekTyaJibHi cucTeMH, Oe3nmeKa, KOHTEKCT BHKOPUCTAHHS,
JAMHAMIYHICTD, alanTalisi, Kilep3axucT, iHTeJ1eKTyaIbHO-KOHTEKCTHA MO/IeJIb
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